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(—) The WIRED Guide to Net Neutrality

WIRED
Klint Finley 05.09.2018 07:00 AM | |
Net neutrality is the idea that internet service providers like Comcast and Verizon should

treat all content flowing through their cables and cell towers equally. That means they
shouldn't be able to slide some data into “f ast lanes” while blocking or otherwise
discriminating against other material. In other words, these companies shouldn't be able to
block you from accessing a service like Skype, or slow down Netflix or Hulu, in order to
encourage you to keep your cable package or buy a different video-streaming service.

The Federal Communications Commission spent years, under both the Bush and Obama
administrations, trying to enforce net neutrality protections. After a series of legal defeats at
the hands of broadband providers, the FCC passed a sweeping net neutrality order in 2015.
But in December 2017, the now Republican-controlled FCC voted to jettison that order,
freeing broadband providers to block or throttle content as they see fit unless Congress or the

courts block the agency's decision.

Net neutrality advocates have long argued that keeping the internet an open playing field is
crucial for innovation. If broadband providers pick favorites online, new companies and
technologies might never have the chance to grow. For example, had internet providers
blocked or severely limited video streaming in the mid-2000s, we might not have Netflix or
YouTube today. Other advocates highlight the importance of net neutrality to free expression:
a handful of large telecommunications companies dominate the broadband market, which
puts an enormous amount of power into their hands to suppress particular views or limit

online speech to those who can pay the most.

v

M\ost large broadband providers promised not to block or throttle content ahead of the ruling,
and the FCC argues that traditional antitrust laws will stop providers from hobbling their
competitors. But net neutrality advocates worry that we'll soon see fast lanes appearing on
the internet. A broadband provider might, for example, allow some companies to pay for
priority treatment on broadband networks. The fear is that, over time, companies and
organizations that either can't afford priority treatment, or simply aren't offered access to it,
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will fall by the wayside.
(=) The Year We Fought to Get Net Neutrality Back: 2019 Year in Review

Electronic Frontier Foundation
https://www.eff.org/deeplinks/2019/12/year-we-fought-get-net-neutrality-back-2019-year-rev
iew |

By Katharine Trendacosta and Ernesto Falcon

December 21, 2019

Ever since the FCC repealed net neutrality protections in 2017, we’ve been fighting to return
as many protections to as many Americans as possible. In 2019, the battles in the courts and
Congress both kept those committed to a free and open Internet very busy. '

Mozilla v. FCC Takes Center Stage

The court case over the FCC’s 2017 repeal of net neutrality protections bookended 2019. At
the very beginning of the year, the Court of Appeals' for the D.C. Circuit heard the case of
Mozilla v. FCC, in which civil society, local governments, and Internet companies of all
sizes took on the FCC and the large ISPs. The former was arguing for protections based on
how the Internet really works, the dangers posed to the public without net neutrality, and on
behalf of the vast majority of Americans who supported the 2015 Open Internet Order. The

" latter was arguing in favor of one of the most unpopular decisions in Internet history and for

the enrichment of giant companies at the expense of a free and open Internet.

The oral arguments lasted for hours, with the lawyer representing public interest groups
pointing out how the FCC was flatly incorrect about how the Internet works. The technical
distinctions relied on by the FCC were wrong at best and intentionally dishonest at worst.

Mozilla’s lawyer, Pentelis Michalopoulos, argued that the FCC and ISP argument that net
neutrality was protected by the many internet service competitors made no sense. The idea is
that companies will act in accordance with net neutrality principals because if they didn’t,
people would switch to a provider who does. Except, of course, most Americans have little to
no choice in their broadband provider. And, as Michalopoulus argued, history has shown that |
ISPs have both the incentive and ability to block, throttle, and engage in other net neutrality

violations.
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22 states and the District of Columbia also joined in suing the FCC, because the so-called
restoring Internet Freedom Order also tried to ban states from prbtecting their residents by
enacting their own laws. As the states’ lawyer and many others have been saying for quite a
while: the FCC can’t have its cake and eat it too on this. It can’t abdicate its responsibility

and then try to dictate that no one else steps into the vacuum it created.

The effects of Verizon throttling Santa Clara County’s firefighters during a state of
emergency also made themselves heard. It threw into stark relief how public safety is tied to
net neutrality protections. While the FCC argued that there was no evidence of concrete
harms, that argument was clearly ridiculous as it is premised on the idea that the FCC should
only act once someone has already died not to prevent the shown possibility of death.

Eight months after oral arguments concluded, the court finally delivered its decision. The
decision was ultimately mixed. While the majority of the FCC’s order was upheld, the court
instructed the agency to hold hearings to address three areas it concluded the FCC had failed
to adequately consider: public safety, pole attachment rights, and the subsidy program

Lifeline.

In good news for advocates of a free and open Internet, the court also unequivocally rejected
the FCC’s attempt to preempt—ban—state net neutrality laws. The court didn’t mince words
on preemption, stating that the “Commission ignored binding precedent by failing to ground

its sweeping Preemption Directive—which goes far beyond conflict preemption—in a lawful

source of statutory authority. That failure is fatal.”

This means that states can pass their own net neutrality laws without the 2017 FCC order
standing in their way. While there might be other challenges, they’d be case-by-case
challenges and not simply enforcement of a ban. This also means that the FCC’s challenge to
California’s sweeping and comprehensive net neutrality law is much weaker than it was
before this decision because ISPs and the Department of Justice can no longer rely on the

FCC’s unlawful order.

The House Passes the Save the Internet Act, Leaving Net Neutrality in the Hands of the

Senate
During the rest of the year, the Save the Internet Act was making its way through Congress.




IFEKRL 109 LEEE L RANLRAE
CAPER) ARSI AAER T A (PR Ea)

- FHAE (RA5) | XBR3RHT (4 P Xk & 35 X k) (4602)
' # 14 % 4 EH *E (BE%5F] 55

7+ "The Save the Internet Act would make the protections of the 2015 Open Internet Order

permanent, giving us the real net neutrality we deserve. In April, the Save the Internet Act
passed the House of Representatives by a vote of 232-190, leaving it up to the Senate to
follow suit. But, despite net neutrality’s popularity, the Senate hasn’t taken up the bill yet.
You can still tell your Senators to vote for the Save the Internet Act.

In the two years since the FCC repealed the 2015 Open Internet Order, the Senate voted to
overturn that vote, the House has voted for a bill that would make those protections
permanent, and state legislatures and governors have passed laws and signed executive
orders with net neutrality protections. All of this happened because super majorities of the
public have demanded that their elected officials represent their interests and protect their
Internet access. With each win, we have chipped away at the behind the scenes industry
lobby led by a small number of large ISPs who wish the public would just go away and let
them rent seek over an essential service that many of them hold a monopoly on. But we will
never give up and we will continue to fight for your right to a free and open Internet in the

courts, in Congress, and in the states.

F]RE :

1. “Net Neutrality” #9 & &M ? 4% £4 X UFH “Net Neutrality” 84 88 /& ho ey ?
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Digital Accountability Symposium: Social Media Accountability or Privacy? A
Socio-Political Perspective from India
By Shakuntala Banaji (Opinio Juris, Dec. 18, 2019)

In late 2018, WhatsApp awarded us one of 20 misinformation and social science research
awards for an independent study of the different types of misinformation leading to mob
lynching in India, the users of WhatsApp who pass on or flag disinformation and
misinformation, and the ways in which citizens and experts imagine solutions to this problem.
We have summarised our research elsewhere. In this post, we will focus specifically on the
entanglement between issues of algorithmic and platform accountability, censorship, and
privacy in the context of India. Currently, some of these issues are being heard in the
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Supreme Court of India, with important implications for users, industry and the role of
misinformation-linked violence and hate speech in the future of democracy.

Social media accountability, along with privacy and free speech/censorship issues, have to be
seen within broader socio-political contexts. Indian society suffers deep social fractures
related to divisions along caste, religion, gender and class lines. After the post-independence
decades when a broad socialist vision guided government planning and anti-discrimination
laws began to threaten centuries of male and Brahmin privilege, a political backlash has
ensured that discrimination and inequality are not only practised but upheld through various
wings of the state. The privatisation of core public sector units and the gradual shift from an
agricultural to a service-based economy since the late-1980s exacerbated pre-existing
poverty, creating a slow-burn anger across swathes of the public different to the anger felt by
those who had seen their privileges potentially eroded through pro-poor and caste-reparative
policies. The far-right Hindu majoritarian Bharatiya Janata Party (BJP), winner of the 2014
and 2019 elections, has harnessed, manipulated and mobilised both types of anger against
vulnerable citizens — Dalit Bahujan (lower caste groups), Adivasis (indigenous groups),
women, Muslims, Christians, other ethnic and linguistic minorities, and LGBT+ groups —
leading to a spate of atrocities so deep and lasting that it can only be called a ‘culture’.

At the same time, since the early 2000s Internet connectivity has increased due to a
coincidence of various factors, including but not limited to: telecom service providers
competing and driving down tariffs; spectrum being awarded at a fixed, low cost; and a drop
in the price of mobile phones. India has emerged as one of the largest markets for Facebook,
Google, WhatsApp, and other social media applications. Even though internet penetration in
India is a relatively small percentage of its population, India still represents a 400 million

user base for WhatsApp and promises to grow even higher.

In this context, social media platforms and cross platform applications such as Facebook,
”fwitter, and TikTok are heavily used by far-right political trolls and millions of individuals
who systematically engage in hate speech and disinformation. The tactics of these far-right
trolls include: targeting and abusing specific citizens who are influential on social media —
including pro-democratic or anti-misogyny activists, student leaders, journalists, academics,
film personalities, and fact-checkers (especially through threats of sexual violence against
women); the manipulation of trends and the deliberate misuse of hashtags; and mass
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complaints against rights-based and anti-discrimination social media users to get their posts

taken down or accounts suspended.

This systematic, politically motivated abuse of social media takes place very openly.
Nevertheless, neither social media companies nor government agencies have acted against
the worst offenders (indeed, many of the offenders are close to the ruling party and even
followed by ministers or the prime minister himself). Since little to no action is taken by
social media companies even when the identities of the disseminators of hate speech and
disinformation are clearly known, we very much doubt that removing encryption from some
cross-platform applications (such as WhatsApp) or diluting user privacy in others would lead
to positive changes. On the contrary, removing encryption would serve the interests of
anti-democratic forces and adversely affect the valuable work of human rights activists and
investigative journalists, whilst also invading ordinary users’ privacy and affecting numerous
businesses that depend on encryption for security and privacy for their clients/users.

However, we also argue that social media companies must take stronger measures against
hate speech and disinformation since their technologies play a direct role in the loss of
hundreds of lives from vulnerable groups and the degradation of the quality of life of
millions of women. Although some of these companies have been registering tremendous
profits they have given little back to the citizens who have contributed to their growth. In the
same vein in which these companies have committed to actively engage in fighting child
pomography, they need to commit to actively engage in fighting hate speech, incitement and

violent misinformation against women and minoritized citizens.

Possible steps could include specific changes to the applications (e.g. restricting sharing to
one group), cross-stakeholder collaboration (e.g. banning unauthorised versions of
applications), making it easier to report hate speech, and taking more proactive punitive
actlon against those found guilty of hate speech. Technology companies must invest in
long-term strategies in partnership with grassroots civil society organisations that are
committed to constitutional and human rights values, including investment in fact-checking
at the local level through diverse dissemination channels, investment in critical digital media
literacy for both children and adults, and creating human and social infrastructures in
countries that have a large user base — for example, editorial teams of qualified and well-paid

moderators, crisis managers and personnel to liaise with both vulnerable user groups as well
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as local law enforcement agencies.

Too often, the debate around privacy and security vs. accountability is framed as a binary
choice. It is entirely possible for governments and social media companies with the political
will to do so to take a wide range of steps to effectively challenge the spread of violent
disinformation and hate speech without having to resort to the removal of encryption from

their services.

Questions:

1. According to this article, why does the author discuss the issues of social media
accountability and privacy within Indian broader socio-political contexts? (5%)

2. What is the main argument of the author? Do you agree with the author’s
- opinion and why? (15%)
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