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. Regarding the information systems function in an organization, please

a. Describe the services provided by the information systems department. (8 47)

b. Define and compare the roles played by programmers, system analysts, and business analysts. (8 47)

c. Define and compare the roles played by chief information officer (CIO), chief security officer (CSO),
chief data officer (CDO), and chief knowledge officer (CKO). (9 43)

. Regarding the tools and technologies for safeguarding information resources, please

a. Name and describe three authentication methods. (8 43°)

b. Describe the role of encryption and digital certificates in a public key infrastructure. (8 43)

c. Describe the roles of firewalls, intrusion detection systems, and intrusion protection systems in
promoting security. (9 77}

. Regarding the computer hardware platforms, please

a. Explain how businesses can benefit from virtualization, green computing, and multicore processors. (8
pap)

b. List the essential characteristics of cloud computing and distinguish between a public cloud and a
private cloud. (8 47)

¢. Identify and describe the security problems posed by cloud computing. (9 47}

. Regarding information systems development, please

a. Define an application software package and explain the advantages and disadvantages of developing
information systems based on application software packages. (8 47)

b. Define outsourcing and describe the advantages and disadvantages of using outsourcing for building
information systems. (8 47) -

c. Define rapid application development and agile development and explain how they can speed up
system building. (9 47')




