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The creation and expansion of the Internet has given offenders an unlimited range of time to

make contact with potential victims. Cohen and Felson’s (1979) routine activity theory predicts
that aggregate changes in le gitimate opportunity structures, coupled with the lack of capable
guardianship, will increase the convergence in time and space of motivated offenders and suitable
targets. Consistent with this argument, Newman and Clarke (2003) noted that changes in society,
and subsequent changes in crime patterns, can be attributed to technological advances. Clarke
(1999:1) identified common attributes of “‘hot products’ most frequently targeted by thieves,
noting that they are ‘‘concealable, removable, available, vaiuéble, enjoyable, and disposable
(“CRAVED.).” ‘

Applying this model to cyberspace, Newman and Clarke (2003) argued that the main target
of Internet crime is information. As they argue, the Internet, and online shopping in particular,
presents multiple opportunities for fraud targeting and victimization. In fact, while tangible items
(e.g., electronics) were once ‘‘hot products,”’ the transformations associated with e-commerce
crime, particularly information storage and transmission, has created very lucrative targets. Indeed,
because retailer databases containing attractive consumer information (e.g., names, addresses,
passwords, credit/debit card and/or bank account details) fit the characteristics Clarke (1999) refers
toas CRAV.ED.

The policy implications are consistent with Dugan and Apel’s (2005:700) discussion of
““target-initiated exposure reduction’’ methods that citizens can use to combat attempted frauds by

motivated offenders. Thus, crime control policies could be developed with an eye toward

. educating citizens about using various safeguards when shopping online (e. g., secure servers and

virus protection software). Just as we can teach potential sexual assault targets to change their
daily routines, we can educate potential fraud targets about altering their online activities,
minimizing exposure to the criminal opportunity structure. This approach highlights the need to
think about the prevention of crime in general, and online victimization in particular, in ways that
move beyond a strict focus on the criminal justice system. Instead, parents, schools, and employers
will each be critical to any efforts at educating citizens on how to reducc their exposure to online
risks through behavioral adaptations (i.e., by spending less time online and making fewer Internet

purchases).
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