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一、Explain the one-key and two-system at least 3-function-term in details in 
security programs. Give the algorithms and examples for both one-key 
system and two-key system in terms of encryption and decryption 
operations. 

二、Give the requirements of steganography in digital multimedia. In 
cyber-crime scenario, apply the steganography to be the positive 
evidence in the investigations of digital forensics case. Describe the 
scenario and investigation procedure to guarantee the effectiveness of 
seized evidence. 

三、試說明下列電腦安全措施： 
（一）Concentric circle approach 
（二）Encrypted and shadow password files 
（三）Secure Sockets Layer 
（四）Firewall 
（五）Intrusion detection system 

四、請列舉駭客入侵伺服器電腦系統，可能採取哪些步驟？（15 分）又

前述哪些步驟較可能於系統中留下入侵跡證？（10 分） 


