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INSTRUCTIONS: If any question is unclear or you believe some assumptions need to be made, state
your assumptions clearly at the beginning of your answer.

1. [Operating System: 80%]

(1) Many criteria are used for measuring the performance of CPU-scheduling algorithms. (20%)

a. Please explain the functionalities of the following criteria: 1). CPU utilization, 2). throughput,
3). turnaround time, 4). waiting time, and 5). response time. (10%)

b. Please explain the following scheduling algorithms: 1). first-come, first-served (FCFS), 2).
shortest-job-first (SJF), 3). priority, 4). round-robin, 5). multilevel queue, and 6). multilevel
feedback queue. (10%) _

(2) Please explain the basic idea of redundant array of independent disks (RAID) and the levels of
RAID from RAID 0 to RAID 6. Note that descriptions and figures are required to depict all these
levels, (20%)

(3) A client machine of a distributed system may need some approaches, be it client-initiated or
server-initiated, to verify whether a locally cached copy of data is consistent with the copy on the
master machine. Please explain the basic idea of client-initiated and server-initiated approaches
and how they work. (10%)

(4) Please show and explain the critical-section problem first and then explain the requirements of
mutual exclusion, progress, and bounded waiting. (10%)

(5) Various types of hardware failure can be found in a distributed system. Thus, to ensure that the
distributed system is robust, we must detect these failures, reconfigure the system so that it can
continue running, and recover when a site or a link is repaired. Please explain the following terms:
failure detection, reconfiguration, recovery from failure, and fault tolerance. (20%)

2. [Security: 20%]
(1) Explain what is Adversarial Example Attacks? (3%)
(2) Explain what is Zero Trust Architecture (ZTA)? (3%)
(3) Explain what is Privacy Enhancing Technology (PET)? (3%)
(4) Explain what is Multi-Factor Authentication (MFA)? (3%)
(5) Please describe what is a Grayware? (3%)
(6) Please explain what the concept of end-to-end security for Instant Messenger apps is and how to
achieve it. (5%)
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