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1. Please explain the meaning of C-I-A principles in cyber-security. (10 %)
2. Please explain the concepts of AAA used in identity and data confidentiality management. (10 %)
3. Please explain the difference between Symmetric Encryption and Asymmetric Encryption briefly. (10 %)
4. Please transform “1401162503” from cipher text to plain text by using ROT5. {10 %)
5. Please list 5 types of malware and explain their characteristics. (10 %)
6. Please explain the classic 3-2-1 rule for making the backup plan. (10 %)
7. Please briefly explain the difference between Point-to-Point VPN and Site-to-Site VPN by using figures.
(10 %)
8. Please explain what is the software packer? (10 %)
9. Please explain advantages and disadvantages of obfuscation. (10 %)
10. Please explain the major encryption operation steps in Advanced Encryption Standard (AES) briefly.

(10 %)




